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Appendix M

GDPR & Data Protection Policies suite

Goring-on-Thames Parish Council has a suite of policies and other documents in the area of
UK General Data Protection Regulation and Data Protection. The following documents are

Data Protection Policy — 4 pages

Data Retention and Disposal Schedule — 4 pages

Requests for Information Policy — 8 pages

Subject Access Policy — 6 pages

Data Breach Response Plan — 4 pages

Privacy Notice — for residents and members of the general public — 5 pages
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are appended below
Policy Review

These policies and documents shall be reviewed annually or sooner if required by changes in
legislation or the Council’s practices.

Signed: 10 November 2025
(Sonia Lofthouse - Chairman)

Approved 10 November 2025
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DATA PROTECTION POLICY

1. Introduction

Goring-on-Thames Parish Council (“the Council”) collects and uses personal data about staff,
councillors, residents, contractors, and other individuals who come into contact with the
Council. This information is gathered to enable the Council to provide services and meet its
statutory obligations.

This policy sets out how the Council seeks to protect personal data, ensure compliance with
the UK General Data Protection Regulation (UK GDPR) the Data Protection Act 2018,
and the Data (Use and Access) Act 2025 (DUAA) and uphold the rights of individuals
whose data the Council processes. The policy should be read alongside the Council’s Data
Retention and Disposal Schedule and Requests for Information Policy.

2. Scope
This policy applies to:

e All councillors, employees, volunteers, and contractors who handle personal data on
behalf of the Council.

e All personal data processed by the Council, whether held in electronic or paper form.
3. Data Protection Principles

The Council is committed to processing personal data in accordance with the UK GDPR
which sets out seven key principles of data protection.

Lawfulness, fairness and transparency
Purpose limitation

Data minimisation

Accuracy

Storage limitation

Integrity and confidentiality (security)
Accountability
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Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to individuals
(‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes shall not be
considered to be incompatible with the initial purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);
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(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes subject to
implementation of the appropriate technical and organisational measures required by the
GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality’).

(g) the Council shall be responsible for, and able to demonstrate, compliance with these
principles. (‘accountability”)

4. Lawful Basis for Processing

The Council will only process personal data where one or more of the lawful bases under
Article 6 of the UK GDPR applies, including:

e The performance of a public task carried out in the public interest or in the exercise
of official authority.

Legal obligation — compliance with a legal requirement.

Contract — where processing is necessary for the performance of a contract.
Consent — where the individual has given clear consent.

Vital interests — to protect someone’s life.

Legitimate interests — in limited circumstances where processing is necessary and
proportionate.

Where special category data is processed, an additional lawful condition under Article 9
shall also apply.

5. Data Subject Rights
Individuals have the following rights regarding their personal data:

The right to be informed about how their data is used.

The right of access to their personal data (Subject Access Request).

The right to rectification of inaccurate or incomplete data.

The right to erasure (“the right to be forgotten™) in certain circumstances.
The right to restrict processing in certain circumstances.

The right to data portability.

The right to object to processing, particularly for direct marketing.
Rights in relation to automated decision-making and profiling.
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Requests to exercise these rights should be made in writing to the Council’s Data Protection
Officer (DPO).

6. Data Protection Officer (DPO)
The Council’s Data Protection Officer:

e Advises the Council on data protection obligations;

e Monitors compliance with this policy and with UK data protection law;

e Acts as a point of contact for the Information Commissioner’s Office (ICO) and for
individuals.

Data Protection Officer:
The Parish Clerk, Email: clerk@goringparishcouncil.gov.uk Address: Old School, Station
Road, Goring RG8 9HB.

7. Data Security

The Council will take appropriate technical and organisational measures to ensure personal
data is kept secure. This includes:

Password protection and access controls for electronic data.

Locked storage for paper records.

Regular data backups.

Use of encrypted devices and secure email when transmitting personal data.
Training for councillors and staff on data protection responsibilities.

8. Data Retention and Disposal

Personal data shall not be kept longer than necessary. The Council maintains a Retention
and Disposal Schedule which defines how long each category of record is retained and the
secure methods used for disposal.

9. Data Sharing and Third Parties
Personal data will only be shared with third parties when:

e There is a lawful basis for doing so;
e It is necessary for the Council’s functions;
e Appropriate data processing agreements are in place with external processors.

The Council will never sell personal data to third parties.
10. Data Breach Management

A data breach occurs when personal data is lost, stolen, or accessed without authorisation.
All data breaches must be reported immediately to the Data Protection Officer, who will
assess the risk and, if necessary, report the breach to the Information Commissioner’s

Office (ICO) within 72 hours, in accordance with UK GDPR requirements. Records of all

data breaches will be maintained.
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11. Training and Awareness

All councillors, employees, and volunteers who handle personal data will receive training to
ensure understanding of their responsibilities under this policy.

12. Policy Review

This policy shall be reviewed annually or sooner if required by changes in legislation or the
Council’s practices.

13. Contact and Complaints

Questions, concerns, or complaints relating to this policy or the Council’s data protection
practices should be directed to the Data Protection Officer.

Individuals also have the right to lodge a complaint with the Information Commissioner’s
Office (ICO): Website: www.ico.org.uk Telephone: 0303 123 1113

Signed: 10 November 2025
(Sonia Lofthouse - Chairman)
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Data Retention and Disposal Schedule

1. Introduction

This schedule sets out the periods for which Goring-on-Thames Parish Council (“the
Council”) will retain various categories of records and personal data, and the methods by
which they will be securely disposed of when no longer required.

It forms part of the Council’s commitment to compliance with the UK General Data
Protection Regulation (UK GDPR), the Data Protection Act 2018, and the Data (Use and
Access) Act 2025 (DUAA). The Schedule should be read alongside the Council’s Data

Protection Policy and Requests for Information Policy.

The retention periods below are based on statutory requirements, recognised best practice,
and the Council’s operational needs.

2. General Principles

o Personal data will be kept only for as long as necessary to fulfil the purpose for which
it was collected.

e Records that are no longer required will be securely destroyed, either by shredding
(for paper records) or by secure electronic deletion.

e The retention of all records will be subject to annual review by the Clerk and/or Data
Protection Officer.

e Records required for historical or archival purposes may be transferred to the County
Records Office or other authorised archive.

3. Retention Schedule

Notes / Disposal

Category / Record Type Retention Period Method

GOVERNANCE &
ADMINISTRATION

Council and Committee minutes

: . hi
(signed master copy), agenda and Permanent Deposit in archive or

retain indefinitely

appendices
i i . D fi
Draft minutes and working Until approved estroy after
papers approval
i f .
Declarations of acceptance o Duration of office + 1 year Destroy
office
Retain while
Register of members’ interests ~ As long as current councillor holds
office
Members’ contact details Duration of office Review annually
. Current version + previous Review before
Policy documents . .
version disposal
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Category / Record Type

Correspondence (routine)

Complaints (not involving legal
action)

Complaints (involving legal
action)

Electoral register

General information

HUMAN RESOURCES
Employee personnel files

Recruitment records
(unsuccessful applicants)

Payroll and tax records
Pensions records

Annual leave, sickness, and
training records

Disciplinary and grievance
records

FINANCE & ACCOUNTING

Retention Period

6 months
2 years after closure

7 years after closure

1 year after replaced

GORING-ON-THAMES
o=/ PARISH COUNCIL

Notes / Disposal
Method

Destroy unless of
historical value

Destroy securely

Retain longer if
legally required
Destroy securely

6 months unless still current Destroy securely

7 years after employment ends ~ Destroy securely

6 months
7 years

7 years after benefits end
3 years

7 years after closure

Annual accounts and audit papers Permanent

Bank statements and paying-in
books

Cheque book stubs
Invoices and receipts
VAT records

Grant applications and awards
(received)

Grant applications (made by
Council)

Insurance policies (expired)
Certificates of insurance
(employers liability)
Certificates of insurance (public
liability)

Investments and loans
documentation

Tenders / Quotations

7 years

7 years
7 years
7 years

7 years after completion

7 years after completion
2 years

Permanent
Permanent

7 years after redemption

7 years

Data Retention and Disposal Schedule p2 of4

Destroy securely

Required by HMRC

Retain longer if
required by scheme

Destroy securely

Destroy securely

Statutory record
Destroy securely

Destroy securely
Destroy securely
Destroy securely

Destroy securely

Destroy securely
Destroy securely

Retain indefinitely
Retain indefinitely

Destroy securely

Destroy securely

Approved 10 November 2025



GORING-ON-THAMES
PARISH COUNCIL

. . Notes / Disposal
Category / Record Type Retention Period Method

ASSETS & PROPERTY
Title deeds, leases, and Permanent Legal record
agreements
Maintenance logs and inspection _ .

Life of asset + 7 years Destroy securely
reports
Asset register Life of asset Retain while relevant
Hire/booking records (Sports
grounds, etc.) 7 years Destroy securely

. Historical
Burial ground records Permanent .
1importance

HEALTH & SAFETY
Accident books and incident 3 years (adults) / 25 years Retain longer if
reports (children) claim possible
Risk assessments 3 years after superseded Destroy securely
Fire safety and inspection records 7 years Destroy securely
Equipment inspection records Life of equipment + 7 years Destroy securely
PLANNING &
DEVELOPMENT

Not retained - planning
Planning applications (Council  applications and relevant decision
copies) notices are available at South

Retain minutes of
Planning Committee

Oxfordshire District Council. indefinitely
Neighbourhpod Plan Permanent Final version held by
documentation SODC
Consultation responses 1 year after any related decision  Destroy securely
COMMUNITY
ENGAGEMENT

Anonymise and

Surveys and consultation data 1 year after analysis .
destroy originals

. ) Until consent withdrawn or list ~ Delete upon
Mailing lists / newsletters v W ot

refreshed (max 2 years) unsubscribe
Event management records 3 years after event Destroy securely
Photographs / media (with As long as consent valid or .
Review regularly
consent) purpose relevant
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. . Notes / Disposal

Category / Record Type Retention Period Method
INFORMATION
MANAGEMENT
Freedom of Information requests 3 years after closure Destroy securely
Data Subject Access Requests 3 years after closure Destroy securely

Retain for
Data breach logs 7 years accountability
CCTV footage (if applicable) 30 da}{s upless required for Automatic deletion
investigation preferred

4. Secure Disposal Methods

e Paper records: Cross-cut shredding or disposal by a certified confidential waste
contractor.

e Electronic records: Secure deletion or physical destruction of storage media.

e Archived data: Transferred securely to authorised archives (e.g., County Records
Office) where appropriate.

A record of destruction (date, method, and authorisation) shall be maintained for
accountability.

5. Monitoring and Review

The Clerk, in consultation with the Data Protection Officer, shall monitor compliance with
this schedule. This schedule will be reviewed annually and updated as required to reflect:

o Legislative changes;

e Guidance from the Information Commissioner’s Office (ICO) or National Association
of Local Councils (NALC); and

e Operational or administrative developments within the Council.

Signed: 10 November 2025
(Sonia Lofthouse - Chairman)
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REQUESTS FOR INFORMATION POLICY

1. Introduction

Goring-on-Thames Parish Council (“the Council”) is subject to the UK General Data
Protection Regulation (UK GDPR) the Data Protection Act 2018, the Data (Use and
Access) Act 2025 (DUAA) the Freedom of Information Act 2000 and the Environmental

Information Regulations 2004. It complies with the requirements of all this legislation.

Many requests for information can be dealt with in the ordinary course of business and do
not need to be processed under any of the above legislation. If the information can be
provided immediately, or can be made available routinely, then we will do this. Please check
our website, or noticeboard, first to see if the information is available before making any
request. It is also worth looking at the Information Commissioner’s website at
www.ico.org.uk which has guidance for the public on making requests.

2. The contact details for making a request

Clerk to the Council,
Goring-on-Thames Parish Council,
The Old School

Station Road,

Goring,

RG8 9HB

or email: clerk@goringparishcouncil.gov.uk

3. Data Protection Act 2018

The Council’s Data Protection Policy and Data Retention and Disposal Schedule contain
much detail.

We will acknowledge receipt of a request for personal information as soon as possible. As
long as the information is not subject to exemptions (or contains personal data relating to
third parties) we will provide a written response within one month.

Under the terms of the Data Protection Act, we will provide you with a statement, or copies

of data, as long as:

e itis “personal data” as defined by Durant v Financial Services Authority (2003) that is,
truly personal, not merely incidental mention of a person, and within a structured,
relevant filing system;

e itis not exempt from disclosure;

e we have been able to verify your identity; and

e you have not repeatedly requested the information in a short space of time.
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4. Frequently Asked Questions
What is the purpose of the right of access under GDPR?

The GDPR clarifies that the reason for allowing individuals to access their personal
data is so that they are aware of (and can verify the lawfulness of) the processing. It
also allows them to check the accuracy of the data held and to challenge why it is
necessary for the data to be held.

Is there a fee for dealing with a subject access request under GDPR?

No. A copy of the information will be provided free of charge. However, a ‘reasonable fee’
can be charged when a request is manifestly unfounded or excessive, particularly if it is
repetitive.

A reasonable fee can also be charged to comply with requests for further copies of the same
information. This does not mean that there can be charges for all subsequent access
requests.

The fee will be based on the administrative cost of providing the information.
What is the timescale for responding to a request?

Under the GDPR the information should be provided without delay and at the latest within
one month of receipt of the request.

The period of compliance can be extended by a further two months where requests are
‘complex or numerous’. If this is the case, the individual will be informed within one month
of the receipt of the request with an explanation as to why the extension is necessary.

What if the request is manifestly unfounded or excessive?

Where requests are manifestly unfounded or excessive, in particular because they are
repetitive, we can:

. charge a reasonable fee taking into account the administrative costs of providing
the information; or
. refuse to respond.

Where we refuse to respond to a request, we will explain why to the individual, informing
them of their right to complain to the supervisory authority and to a judicial remedy without
undue delay and at the latest within one month.

How will the information be provided?
We will verify the identity of the person making the request using ‘reasonable means’.
If the request is made electronically, we will endeavour to provide the information in a

commonly used electronic format.
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The GDPR introduces a new best practice recommendation that, where possible,
organisations should be able to provide remote access to a secure self-service system which
provide the individual with direct access to his or her information. This is not appropriate for
all organisations and we do not yet have this type of facility. The right to obtain a copy of
information, or to access personal data through a remotely accessed secure system, must
not adversely affect the rights and freedoms of others.

What about requests for large amounts of personal data?
The GDPR permits us to ask the individual to specify the information the request relates to.

The GDPR does not introduce an exemption for requests that relate to large amounts of
data, but we can consider whether this makes the request manifestly unfounded or
excessive.

5. Freedom of Information Act 2000 (“FOI”)
Timescales and ways of making requests

We will respond to an FOI request in 20 working days counting the first working day after
the request is received as the first working day. An FOI request can be made by anyone,
from anywhere, for any purpose. It must be in writing and there must be a return address to
send the information to. We will confirm or deny whether we hold the information within
the 20 days. If we do not hold the information we will explain why not. We will let you know
if we need longer than 20 days to apply the public interest test and we will tell you at that
point what exemptions we are looking at and how long we think we need. If we do need
more time to apply the public interest test this will be up to a maximum of a further 20
working days so the total time will be a maximum of 40 working days.

Refusal

We may refuse a request if we consider that:

. it is vexatious (designed to cause disruption or annoyance rather than having a
serious purpose, see below)
. to comply would exceed the statutory cost limit (£450 with staff time charged at

£25 an hour which is the statutory rate). If we believe it will exceed the cost limit
we will issue a refusal notice and invite the applicant, if possible, to revise the
request to make it less expensive.

. it falls within an exemption under the legislation (see below)

Charging

We can charge for photocopying and disbursements and can request these fees in advance
by issuing a fees notice within twenty working days of receipt of the request. When the fees
notice is issued the time limit for responding stops. If we do not receive the fee within three
months we are not obliged to comply with the request.
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Clarification

We can seek clarification about what is being requested. The time limit for responding stops
whilst we wait for a response to our request for clarification.

Exemptions
The most common exemptions are:

. Section 21 — information reasonably accessible to the applicant by other means.
There is a duty to confirm or deny whether we hold it and to tell the requestor
where they can find it. This is an absolute exemption which means the public
interest test does not need to be applied, (see below).

o Section 22 — information intended for future publication. This meansitisin
draft, still being worked on but when completed, or approved, it will be
published. The public interest test must be applied here.

. Section 31 — prejudicial to law enforcement (preventing crime, collecting tax)
. Section 36 — prejudicial to the effective conduct of public affairs

. Section 40 — personal data

. Section 42 — legal professional privilege

. Section 43 - commercial sensitivity

All except section 21 are qualified exemptions requiring the application of the public
interest test. This means weighing up whether the public interest is best served by
disclosing the information, or not disclosing it.

6. Environmental Information Regulations 2004 (“EIR”)

Environmental information broadly relates to:

. Air, atmosphere, water, soil, land, landscape, plants, animals, biological
diversity and genetically modified organisms
. Emissions, discharges, noise, energy, radiation, waste,
recycling, and pollution
. Measures and activities such as policies, plans and agreements
. Reports, cost benefit analysis and economic analysis
. The state of human health and safety, contamination of the food chain
. Cultural sites and built structures (the effect of the environment on the
) human world)
. Planning and development, building control, construction and

renovation, floods and flooding issues, land use, traffic, parking,
location of mobile phone masts and demolition of buildings

It covers documents, photos or maps. There is no distinction between formal
approved documents, and anything else. The duty is to make the information
available. This is not the same as the duty to disclose under FOI.

There are 20 working days to respond to the request. Unlike FOI there is no
extension to the time limit for consideration of the public interest test. A further
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20 days is permitted though if the request is complex, or there is a large amount of
information involved. There is no right to charge for inspection. Cost recovery is
permitted with reasonable charges published in advance.

Exceptions

There are exceptions to the requirement to disclose, these exceptions are subject to
the public interest test like FOI. The exceptions are:

e personal data

e information not held when the request was made

e the request is manifestly unreasonable (similar to “vexatious” under FOI but
with “manifestly unreasonable” used instead. The courts have treated both in
the same way)

the request is too general

information is in draft or is unfinished

information is an internal communication

disclosure would adversely affect the course of justice or commercial
confidentiality.

There is a lot of guidance, and case law, on the use of both FOI exemptions and EIR
exceptions which can be found on the Information Commissioner’s website at
www.ico.org.uk

7. Publication Schemes

This is a scheme available via the website, setting out the classes of information that
will be made routinely available and any charges. This includes policies and
procedures, minutes of meetings, annual reports and financial information. This
information is easily and quickly available.

8. Internal Review

If you are unhappy with the way your request has been dealt with you may request an
internal review. This will be carried out within 20 working days of the request for a
review being received. If you remain unhappy with the result of the review you can
ask the Information Commissioner to look at your concerns. We will provide you with
details of the internal review process when you request it. The process will vary
depending on the type of request and who is available to review the process within
the timescales.
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9. Vexatious Requests

Whilst Goring-on-Thames Parish Council wishes to be open and transparent and to
provide as much information as possible about the work it does there are occasions
when it might be necessary to decide that a request is “vexatious” within the meaning
of the legislation. There have been a number of legal cases which have helped to
clarify what is meant, legally, by “vexatious” and which have stated that parish
councils have limited resources and that their obligations under the legislation must
be proportionate to those resources.

Public authorities do not have to comply with vexatious requests. There is no
requirement to carry out a public interest test or to confirm or deny whether
the requested information is held.

The key question is whether the request is likely to cause a disproportionate or
unjustified level of disruption, irritation or distress. There is no exhaustive list of
circumstances. Every case is unique and judged within the context and history of that
specific situation.

“Vexatious” Indicators

e Abusive or aggressive language

e Burden on the authority

e Personal grudges

e Unreasonable persistence

¢ Unfounded accusations

e Intransigence

e Frequent/overlapping requests

e Deliberate intention to cause annoyance
e Scattergun approach

e No obvious intent to obtain information
e Futile requests

Process we will follow to determine if a request is vexatious

The parish clerk deals with all requests for information on behalf of the Parish
Council. If a request is considered to be potentially vexatious the clerk will prepare a
summary setting out the context and history to the request. This summary will be
reviewed by the Parish Council.
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The review
The following will be considered:

e The purpose and value of the request

e Whether the purpose and value justifies the impact on the public authority

e The context and history so, for example, if there has been a long and frequent
series of requests the most recent request, though not obviously vexatious in
itself, will contribute to the aggregated burden.

e Have there been numerous follow-up enquiries no matter what is supplied?
This will be balanced against how clear our responses have been, has
contradictory or inconsistent information been supplied or is a legitimate
grievance being pursued?

e Whether there are alternatives to the vexatious route. If it is too expensive
then section 12 (costs in excess of £450) will be used. The Information
Commissioner permits the total costs for all requests from one person (or
several acting in concert) to be aggregated during a period of sixty days so
long as they are requests for similar information.

e s this a round robin, a “fishing” expedition or part of an orchestrated
campaign? None of these make it vexatious but are factors.

Final Warning

If, having considered all of the above, the Parish Council thinks there is a case for
treating the request as vexatious then consideration will be given to a “final warning”.
This is a letter, or email, to the person making the request explaining the impact the
request(s) are having and asking that their behaviour be moderated. This “final”
warning will not be appropriate in all cases but, if it is possible that the person making
the request has not appreciated the impact of what they are doing, then it may assist.

Advice and Assistance

In addition the Parish Council may want to ask the person making the request
whether advice and assistance would help in clarifying what exactly they wish the
organisation to provide. Again this may not be appropriate in every circumstance but
will be considered.

Report to the Parish Council

The history of the matter will go forward as part of a report to the Parish Council
setting out the evidence and reasoning behind the recommendation to propose that
the request be treated as vexatious.

The decision to declare a request vexatious will be taken by the Parish Council. This
decision should be taken within 20 working days of receipt of the request. This time
limit should be achievable in normal circumstances, however, if there is no meeting
scheduled within that timescale then the decision will be formally delegated by the
adoption of this policy to the chairman of the Council [in consultation with the vice
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chairman]. In a small parish it is not possible for there to be an internal review process
once the Parish Council has reached the decision that the request is vexatious.

Under section 14(1) of the Freedom of Information Act the refusal notice will set out
our internal review procedure (if one is available) and the right of appeal to the
Information Commissioner’s Office. However, under section 17(6) if the authority has
issued a previous refusal notice for a vexatious request (and it would be unreasonable
to provide another one) it is not necessary to do so. This will be done where the
complainant has already been warned that further requests on the same, or similar
topics, will not receive any response.

Please note that if a request is found to be vexatious and further requests are
received on the same topic no response will be provided.

10.Review

The Requests for Information Policy was approved for use at the meeting of the Parish
Council on 10 November 2025, it shall be reviewed yearly, at the Annual Meeting of the
Council.

Signed: Dated: 10 November 2025

Sonia Lofthouse, Chair of the Council
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Subject Access Requests Policy

1. On receipt of a subject access request it must be forwarded immediately to the Clerk
and Chair of Council.

2. Goring-on-Thames Parish Council — “We’ must correctly identify whether a request
has been made under the Data Protection legislation.

We must ensure a request has been received in writing where a data subject is asking
for sufficiently well-defined personal data held by the council relating to the data
subject. We should clarify with the requestor what personal data they need. They must
supply their address and valid evidence to prove their identity. The council accepts the
following forms of identification (* These documents must be dated in the past 12
months, +These documents must be dated in the past 3 months):

. Current UK/EEA Passport

. UK Photocard Driving Licence (Full or Provisional)

. Firearms Licence / Shotgun Certificate

. EEA National Identity Card

. Full UK Paper Driving Licence

. State Benefits Entitlement Document™

. State Pension Entitlement Document*

. HMRC Tax Credit Document*

. Local Authority Benefit Document*

. State/Local Authority Educational Grant Document™

. HMRC Tax Notification Document

. Disabled Driver’s Pass

. Financial Statement issued by bank, building society or credit card company
. Judiciary Document such as a Notice of Hearing, Summons or Court Order
. Utility bill for supply of gas, electric, water or telephone landline

. Most recent Mortgage Statement

. Most recent council Tax Bill/Demand or Statement

. Tenancy Agreement

. Building Society Passbook which shows a transaction in the last 3 months and

your address

3. A member of staff, and as appropriate, councillor, who receives a request to locate
and supply personal data relating to a SAR must make a full exhaustive search of the
records to which they have access.

Depending on the degree to which personal data is organised and structured, we will
need to search emails (including archived emails and those that have been deleted but
are still recoverable), Word documents, spreadsheets, databases, systems, removable
media (for example, memory sticks, floppy disks, CDs), tape recordings, paper
records in relevant filing systems etc. which our area is responsible for or owns.
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4. All the personal data that has been requested must be provided unless an exemption can
be applied.
We must not withhold personal data because we believe it will be misunderstood;
instead, we should provide an explanation with the personal data. We must provide the
personal data in an “intelligible form”, which includes giving an explanation of any
codes, acronyms and complex terms. The personal data must be supplied in a permanent
form except where the person agrees or where it is impossible or would involve undue
effort. We may be able to agree with the requester that they will view the personal data
on screen or inspect files on our premises. We must redact any exempt personal data
from the released documents and explain why that personal data is being withheld.

5. We must respond within one calendar month after accepting the request as valid. We
should make this clear on forms and on the council website

6. Subject Access Requests must be undertaken free of charge to the requestor unless the
legislation permits reasonable fees to be charged.
Councillors and managers must ensure that the staff they manage are aware of and
follow this guidance. We should do this through the use of induction, performance and
training, as well as through establishing and maintaining appropriate day to day working
practices.

7. Where a requestor is not satisfied with a response to a SAR, the council must manage
this as a complaint. When responding to a complaint, we must advise the requestor that
they may complain to the Information Commissioners Office (“ICO”) if they remain
unhappy with the outcome. A database is maintained allowing the council to report on
the volume of requests and compliance against the statutory timescale
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Sample letters

1. All letters must include the following information:

(a) the purposes of the processing;

(b) the categories of personal data concerned;

(©) the recipients or categories of recipients to whom personal data has been or
will be disclosed, in particular in third countries or international organisations,
including any aplpropriate safeguards for transfer of data, such as Binding
Corporate Rules' or EU model clauses?;

(d) where possible, the envisaged period for which personal data will be stored,
or, if not possible, the criteria used to determine that period;

(e) the existence of the right to request rectification or erasure of personal data or
restriction of processing of personal data concerning the data subject or to
object to such processing;

() the right to lodge a complaint with the Information Commissioners Office
(“ICO”);

(2) if the data has not been collected from the data subject: the source of such
data;

(h) the existence of any automated decision-making, including profiling and any
meaningful information about the logic involved, as well as the significance
and the envisaged consequences of such processing for the data subject.

2. Replying to a subject access request providing the requested personal data

“[Name] [Address]

[Date]

Dear [Name of data subject]

Data Protection subject access request

Thank you for your letter of /date] making a data subject access request for [subject]. We are
pleased to enclose the personal data yourequested.

Include 1(a) to (h) above.

Copyright in the personal data you have been given belongs to the council or to another party.
Copyright material must not be copied, distributed, modified, reproduced, transmitted,
published or otherwisemade available in whole or in part without the prior written consent of
the copyrightholder.

Yours sincerely”

1 “Binding Corporate Rules” is a global data protection policy covering the international transfer pf personal data
out of the European Union. It requires approval of a data protection regulator in the European Union. In most cases
this will be the relevant regulator where an organisations head quarters is located. In the UK, the relevant regulator is
the Information Commissioner’s Office.

2 “EU model clauses” are clauses approved by the European Union which govern the international tfransfer of
personal data. The clauses can be between two data controllers or a data controller and a data processor.
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3. Release of part of the personal data, when the remainder is covered by an
exemption

“[Name] [Address]
[Date]
Dear [Name of data subject]

Data Protection subject access request

Thank you for your letter of /date] making a data subject access request for [subject]. To
answer your request we asked the following areas to search their records for personal data
relating to you:

. [List the areas]

I am pleased to enclose [some/most] of the personal data you requested. [If any personal data
has been removed] We have removed any obvious duplicate personal data that we noticed as
we processed your request, as well as any personal data that is not about you. You will notice
that [if there are gaps in the document] parts of the document(s) have been blacked out. /OR
if there are fewer documents enclose] 1 have not enclosed all of the personal data you
requested. This is because [explain why it is exempt].

Include 1(a) to (h) above.

Copyright in the personal data you have been given belongs to the council or to another party.
Copyright material must not be copied, distributed, modified, reproduced, transmitted,
published, or otherwisemade available in whole or in part without the prior written consent of
the copyrightholder.

Yours sincerely”

4, Replying to a subject access request explaining why we cannot provide any of the
requested personal data

“[Name] [Address]

[Date]

Dear [Name of data subject]

Data Protection subject access request

Thank you for your letter of /date] making a data subject access request for [subject].

I regret that we cannot provide the personal data you requested. This is because [explanation
where appropriate].

[Examples include where one of the exemptions under the data protection legislation applies.
For example the personal data might include personal data is ‘legally privileged’ because it is
contained within legal advice provided to the council or relevant to on-going or preparation
for litigation. Other exemptions include where the personal data identifies another living
individual or relates to negotiations with the data subject. Your data protection officer will be
able to advise if a relevant exemption applies and if the council is going to rely on the
exemption to withhold or redact the data disclosed to the individual, then in this section of the
letter the council should set out the reason why some of the data has been excluded.]

Yours sincerely”
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Checklist

A.

Inform data subjects of their right to access data and provide an easily accessible
mechanism through which such a request can be submitted (e.g. a dedicated email
address).

Make sure a SAR policy is in place within the council and that internal procedures on
handling of SARs are accurate and complied with. Include, among other elements,
provisions on:

(1)  Responsibilities (who, what)
(2) Timing
3) Changes to data

4) Handling requests for rectification, erasure or restriction of processing.

Ensure personal data is easily accessible at all times in order to ensure a timely

response to SARs and that personal data on specific data subjects can be easily
filtered.

Where possible, implement standards to respond to SARs, including a standard
response.

Upon receipt of a SAR

(a) Verify whether you are controller of the data subject’s personal data. If you
are not a controller, but merely a processor, inform the data subject and refer
them to the actual controller.

(b) Verify the identity of the data subject; if needed, request any further evidence
on the identity of the data subject.

(©) Verity the access request; is it sufficiently substantiated? Is it clear to the data
controller what personal data is requested? If not: request additional
information.

(d) Verify whether requests are unfounded or excessive (in particular because of
their repetitive character); if so, you may refuse to act on the request or charge
a reasonable fee.

(e) Promptly acknowledge receipt of the SAR and inform the data subject of any
costs involved in the processing of the SAR.

() Verify whether you process the data requested. If you do not process any data,
inform the data subject accordingly. At all times make sure the internal SAR
policy is followed and progress can be monitored.

(2) Ensure data will not be changed as a result of the SAR. Routine changes as
part of the processing activities concerned are permitted.

(h) Verify whether the data requested also involves data on other data subjects and
make sure this data is filtered before the requested data is supplied to the data
subject; if data cannot be filtered, ensure that other data subjects have
consented to the supply of their data as part of the SAR.
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2. Responding to a SAR

(a) Respond to a SAR within one month after receipt of the request:

(1) If more time is needed to respond to complex requests, an extension of
another two months is permissible, provided this is communicated to
the data subject in a timely manner within the first month;

(i))  if the council cannot provide the information requested, it should,
inform the data subject on this decision without delay and at the latest
within one month of receipt of the request.

(b) If a SAR is submitted in electronic form, any personal data should preferably
be provided by electronic means as well.

(©) If data on the data subject is processed, make sure to include as a minimum the
following information in the SAR response:

(1) the purposes of the processing;
(i)  the categories of personal data concerned,

(i)  the recipients or categories of recipients to whom personal data has
been or will be disclosed, in particular in third countries or
international organisations, including any appropriate safeguards for
transfer of data, such as Binding Corporate Rules® or EU model
clauses*;

(iv)  where possible, the envisaged period for which personal data will be
stored, or, if not possible, the criteria used to determine that period;

(V) the existence of the right to request rectification or erasure of personal
data or restriction of processing of personal data concerning the data
subject or to object to such processing;

(vi)  the right to lodge a complaint with the Information Commissioners
Office (“ICO”);

(vii) if the data has not been collected from the data subject: the source of
such data;

(viii) the existence of any automated decision-making, including profiling
and any meaningful information about the logic involved, as well as
the significance and the envisaged consequences of such processing for
the data subject.

(d)  Provide a copy of the personal data undergoing processing.
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Data Breach Response Plan

1. Purpose

The purpose of this plan is to ensure that Goring-on-Thames Parish Council (“the Council”)
responds effectively and lawfully to any actual or suspected personal data breach. This
document outlines:

o The steps to be taken to contain and assess a breach;

e The process for reporting to the Information Commissioner’s Office (ICO) and
affected individuals;

e Roles and responsibilities in managing the breach; and

e Measures for learning and preventing recurrence.

2. Scope

This plan applies to all councillors, employees, contractors, and volunteers who handle
personal data on behalf of the Council, whether in electronic, paper, or any other form. It
covers all incidents that may compromise the confidentiality, integrity, or availability of
personal data held by the Council.

3. Definition of a Personal Data Breach

Under Article 4(12) of the UK GDPR, a personal data breach is: “A breach of security
leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of,
or access to, personal data transmitted, stored, or otherwise processed.” Examples include:

e Loss or theft of paper records or devices containing personal data;
e Unauthorised access to Council systems;

e Sending personal data to the wrong recipient;

e Accidental publication of personal data online;

e Destruction of personal data without lawful authority;

e Hacking, ransomware, or malware attacks.

4. Roles and Responsibilities

Role Responsibility

First point of contact for reporting and recording data breaches. Ensures
Clerk immediate containment and notification to the Data Protection Officer
(DPO).
Leads the assessment of the breach, advises on legal obligations,
determines whether to notify the ICO and/or affected individuals, and
oversees remedial actions.

Data Protection
Officer (DPO)

Chairman (or Provides support and authorisation for external reporting and
Vice-Chairman) communications, if required.

All Councillors Must immediately report any suspected or actual data breach to the
and Employees Clerk. Must not attempt to hide or rectify the breach without guidance.
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5. Immediate Containment and Reporting

1. Identify and report the breach immediately
Any councillor, employee, or contractor who becomes aware of a potential breach
must report it to the Clerk as soon as possible, providing:
o A description of the breach;
o Type and volume of personal data involved;
o Number (or estimate) of data subjects affected;
o How and when the breach occurred;
o Actions already taken (if any).
2. Initial containment actions
The Clerk will take immediate steps to limit further damage, which may include:
o Retrieving or securing lost data;
o Changing system access passwords;
o Disabling compromised accounts or devices;
o Contacting third parties (e.g., IT support, email provider).
3. Notify the Data Protection Officer
The Clerk must notify the DPO within 24 hours of becoming aware of the breach.

6. Assessment and Risk Evaluation
Upon notification, the DPO will assess the breach by considering:

e The type and sensitivity of personal data involved;

e The number of individuals affected;

e Whether the data has been lost, stolen, or accessed unlawfully;

e The potential impact on individuals (e.g., identity theft, distress, reputational
damage);

o Whether the breach is likely to result in a risk to the rights and freedoms of
individuals.

The DPO will record the findings and determine the level of risk as Low, Medium, or High.
7. Reporting to the ICO

If the DPO determines that the breach poses a risk to individuals’ rights and freedoms, it must
be reported to the Information Commissioner’s Office (ICQO) within 72 hours of the
Council becoming aware of the breach.

The report to the ICO shall include:

e A description of the nature of the breach;

e Categories and approximate number of individuals affected;
e Categories and approximate number of records concerned;
e Likely consequences of the breach;

e Measures taken or proposed to address the breach.

If all information is not yet available, an initial notification must still be submitted within 72
hours, followed by updates as the investigation progresses.
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8. Notification to Affected Individuals

If the breach is likely to result in a high risk to the rights and freedoms of individuals, the
Council must also notify those individuals without undue delay.

The notification should include:

e A description of the breach;

o The likely consequences;

e Measures taken or proposed by the Council;

o Contact details for further information (normally the DPO).

Notification may be made by letter, email, or other direct means appropriate to the
circumstances.

9. Recording and Documentation

All data breaches, whether or not reported to the ICO, must be recorded in the Council’s
Data Breach Log.

The record shall include:

o Date and time of breach discovery;

e Nature of the breach;

e Data and individuals affected;

e Actions taken to contain and assess the breach;

e  Whether the ICO and/or individuals were notified;
e Outcome and follow-up actions.

The Data Breach Log shall be maintained by the Clerk under the supervision of the DPO and
retained for seven years.

10. Investigation and Remedial Actions
The DPO will coordinate an internal investigation to:
o Identify the root cause of the breach;
e Determine whether procedures were followed;
e Recommend corrective or preventive measures (e.g., improved security controls, staff

training, policy updates).

The findings and recommendations will be reported to the full Council in confidential
session, where appropriate.

11. Learning and Prevention
Following each incident, the Council will:

e Review existing data protection policies and procedures;
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e Implement additional safeguards as necessary;
o Provide targeted training to staff and councillors where weaknesses are identified;

e Update this plan if required.

12. Communication and Public Statements

If media or public enquiries arise from a data breach, only the Chairman or Clerk, with advice
from the DPO, may issue an official statement on behalf of the Council.

Individual councillors or employees must not make independent comments or share
information externally.

13. Review of this Plan

This plan shall be reviewed annually, or sooner if required by changes in legislation, ICO
guidance, or following a significant incident.

Signed: 10 November 2025
(Sonia Lofthouse - Chairman)
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PRIVACY NOTICE

(for residents and members of the general public)

Your personal data — what is it?

“Personal data” is any information about a living individual which allows them to be
identified from that data (for example a name, photographs, videos, email address, or
address). Identification can be directly using the data itself or by combining it with other
information which helps to identify a living individual (e.g. a list of staff may contain
personnel ID numbers rather than names but if you use a list a separate list of the ID numbers
which give the corresponding names to identify the staff in the first list then the first list will
also be treated as personal data). The processing of personal data is governed by legislation
relating to personal data which applies in the United Kingdom including the General Data
Protection Regulation (the “GDPR) and other legislation relating to personal data and rights
such as the Human Rights Act.

Who are we?
This Privacy Notice is provided to you by the Goring-on-Thames Parish Council (“the
Council”) which is the data controller for your data.

Other data controllers the council works with: South Oxfordshire District Council,
Oxfordshire County Council, Contractors, Community groups, Charities, Other not for profit
entities

We may need to share your personal data we hold with them so that they can carry out their
responsibilities to the council. If we and the other data controllers listed above are processing
your data jointly for the same purposes, then the council and the other data controllers may be
“joint data controllers” which mean we are all collectively responsible to you for your data.
Where each of the parties listed above are processing your data for their own independent
purposes then each of us will be independently responsible to you and if you have any
questions, wish to exercise any of your rights (see below) or wish to raise a complaint, you
should do so directly to the relevant data controller.

A description of what personal data the council processes and for what purposes is set out in
this Privacy Notice.

The council will process some or all of the following personal data where necessary to
perform its tasks:

° Names, titles, and aliases, photographs;
° Contact details such as telephone numbers, addresses, and email addresses;
o Where they are relevant to the services provided by a council, or where you provide

them to us, we may process information such as gender, age, marital status,
nationality, education/work history, academic/professional qualifications, hobbies,
family composition, and dependants;

o Where you pay for activities such as use of a council hall, financial identifiers such as
bank account numbers, payment card numbers, payment/transaction identifiers, policy
numbers, and claim numbers;
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o The personal data we process may include sensitive or other special categories of
personal data such as criminal convictions, racial or ethnic origin, religion, mental and
physical health, details of injuries, medication/treatment received.

How we use sensitive personal data
o We may process sensitive personal data including, as appropriate:

- information about your physical or mental health or condition in order to
monitor sick leave and take decisions on your fitness for work;

- your racial or ethnic origin or religious or similar information in order to
monitor compliance with equal opportunities legislation;

- in order to comply with legal requirements and obligations to third parties.

o These types of data are described in the GDPR as “Special categories of data” and
require higher levels of protection. We need to have further justification for
collecting, storing and using this type of personal data.

. We may process special categories of personal data in the following circumstances:

- In limited circumstances, with your explicit written consent.
- Where we need to carry out our legal obligations.
- Where it is needed in the public interest.

o Less commonly, we may process this type of personal data where it is needed in
relation to legal claims or where it is needed to protect your interests (or someone
else’s interests) and you are not capable of giving your consent, or where you have
already made the information public.

Do we need your consent to process your sensitive personal data?

o In limited circumstances, we may approach you for your written consent to allow us
to process certain sensitive personal data. If we do so, we will provide you with full
details of the personal data that we would like and the reason we need it, so that you
can carefully consider whether you wish to consent.

The council will comply with data protection law. This says that the personal data we
hold about you must be:

o Used lawfully, fairly and in a transparent way.

o Collected only for valid purposes that we have clearly explained to you and not used
in any way that is incompatible with those purposes.

Relevant to the purposes we have told you about and limited only to those purposes.
Accurate and kept up to date.

Kept only as long as necessary for the purposes we have told you about.

Kept and destroyed securely including ensuring that appropriate technical and security
measures are in place to protect your personal data to protect personal data from loss,
misuse, unauthorised access and disclosure.
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We use your personal data for some or all of the following purposes:

o To deliver public services including to understand your needs to provide the services
that you request and to understand what we can do for you and inform you of other
relevant services;

o To confirm your identity to provide some services;

o To contact you by post, email, telephone or using social media (e.g., Facebook,
Twitter, WhatsApp);

o To help us to build up a picture of how we are performing;

o To prevent and detect fraud and corruption in the use of public funds and where
necessary for the law enforcement functions;

o To enable us to meet all legal and statutory obligations and powers including any
delegated functions;

o To carry out comprehensive safeguarding procedures (including due diligence and

complaints handling) in accordance with best safeguarding practice from time to time

with the aim of ensuring that all children and adults-at-risk are provided with safe

environments and generally as necessary to protect individuals from harm or injury;

To promote the interests of the council;

To maintain our own accounts and records;

To seek your views, opinions or comments;

To notify you of changes to our facilities, services, events and staff, councillors and

other role holders;

o To send you communications which you have requested and that may be of interest to
you. These may include information about campaigns, appeals, other new projects or
initiatives;

o To process relevant financial transactions including grants and payments for goods
and services supplied to the council

o To allow the statistical analysis of data so we can plan the provision of services.

Our processing may also include the use of CCTV systems for the prevention and prosecution

of crime.

What is the legal basis for processing your personal data?

The council is a public authority and has certain powers and obligations. Most of your
personal data is processed for compliance with a legal obligation which includes the
discharge of the council’s statutory functions and powers. Sometimes when exercising these
powers or duties it is necessary to process personal data of residents or people using the
council’s services. We will always take into account your interests and rights. This Privacy
Notice sets out your rights and the council’s obligations to you.

We may process personal data if it is necessary for the performance of a contract with you, or
to take steps to enter into a contract. An example of this would be processing your data in
connection with the use of sports facilities, or the acceptance of an allotment garden tenancy

Sometimes the use of your personal data requires your consent. We will first obtain your
consent to that use.

Sharing your personal data

This section provides information about the third parties with whom the council may share
your personal data. These third parties have an obligation to put in place appropriate security
measures and will be responsible to you directly for the manner in which they process and
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protect your personal data. It is likely that we will need to share your data with some or all of
the following (but only where necessary):

o The data controllers listed above under the heading “Other data controllers the council
works with”;

o Our agents, suppliers and contractors. For example, we may ask a commercial
provider to publish or distribute newsletters on our behalf, or to maintain our database
software;

o On occasion, other local authorities or not for profit bodies with which we are

carrying out joint ventures e.g. in relation to facilities or events for the community.

How long do we keep your personal data?

We will keep some records permanently if we are legally required to do so. We may keep
some other records for an extended period of time. For example, it is currently best practice
to keep financial records for a minimum period of 7 years to support HMRC audits or provide
tax information. We may have legal obligations to retain some data in connection with our
statutory obligations as a public authority. The council is permitted to retain data in order to
defend or pursue claims. In some cases the law imposes a time limit for such claims (for
example 3 years for personal injury claims or 6 years for contract claims). We will retain
some personal data for this purpose as long as we believe it is necessary to be able to defend
or pursue a claim. In general, we will endeavour to keep data only for as long as we need it.
This means that we will delete it when it is no longer needed.

Your rights and your personal data
You have the following rights with respect to your personal data:

When exercising any of the rights listed below, in order to process your request, we may need
to verify your identity for your security. In such cases we will need you to respond with proof
of your identity before you can exercise these rights.

1) The right to access personal data we hold on you
At any point you can contact us to request the personal data we hold on you as well as
why we have that personal data, who has access to the personal data and where we
obtained the personal data from. Once we have received your request we will respond
within one month.
There are no fees or charges for the first request but additional requests for the same
personal data or requests which are manifestly unfounded or excessive may be subject
to an administrative fee.

2) The right to correct and update the personal data we hold on you
If the data we hold on you is out of date, incomplete or incorrect, you can inform us
and your data will be updated.

3) The right to have your personal data erased
If you feel that we should no longer be using your personal data or that we are
unlawfully using your personal data, you can request that we erase the personal data
we hold.
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When we receive your request we will confirm whether the personal data has been
deleted or the reason why it cannot be deleted (for example because we need it for to
comply with a legal obligation).

4) The right to object to processing of your personal data or to restrict it to certain
purposes only
You have the right to request that we stop processing your personal data or ask us to
restrict processing. Upon receiving the request we will contact you and let you know
if we are able to comply or if we have a legal obligation to continue to process your
data.

5) The right to data portability
You have the right to request that we transfer some of your data to another controller.
We will comply with your request, where it is feasible to do so, within one month of
receiving your request.

6) The right to withdraw your consent to the processing at any time for any processing
of data to which consent was obtained
You can withdraw your consent easily by telephone, email, or by post (see Contact
Details below).

7) The right to lodge a complaint with the Information Commissioner’s Office.
You can contact the Information Commissioners Office on 0303 123 1113 or via email
https://ico.org.uk/elobal/contact-us/email/ or at the Information Commissioner's Office,
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 SAF.

Transfer of Data Abroad

Any personal data transferred to countries or territories outside the European Economic Area
(“EEA”) will only be placed on systems complying with measures giving equivalent
protection of personal rights either through international agreements or contracts approved by
the European Union. Our website is also accessible from overseas so on occasion some
personal data may be accessed from overseas.

Further processing

If we wish to use your personal data for a new purpose, not covered by this Privacy Notice,
then we will provide you with a new notice explaining this new use prior to commencing the
processing and setting out the relevant purposes and processing conditions. Where and
whenever necessary, we will seek your prior consent to the new processing.

Contact Details

Please contact us if you have any questions about this Privacy Notice or the personal data we
hold about you or to exercise all relevant rights, queries or complaints at: The Data
Controller, Goring-on-Thames Parish Council, The Old School, Station Road, Goring RGS8
9HB Email: clerk@goringparishcouncil.gov.uk

Changes to this notice
We keep this Privacy Notice under regular review and we will place any updates on
https://www.goringparishcouncil.gov.uk/home/contact-us/privacy-policy-and-cookies/

This Notice was last updated on 10 November 2025.
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